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IMS & VoIP – How do they differ?

centralized HSS 
stores identity 
across all apps

1 identity per SSIdentity

Voice, IM, location, 
apps, video, etcVoiceApplications

SIPSIPSignaling

Distributed 
functionality

centralized 
(softswitch)

Call Control/

Call model

IMS
VoIP

(non-p2p VoIP)

So how might I change my security approach in an IMS environment? 
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Distributed Nature of IMS
Types of Threats/Vulnerabilities
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Endpoint Vulnerabilities:
• Theft of Service,
• Identity Theft,
• DoS,
• Eavesdropping,
• Information Disclosure,
• Spoofing,
• Data Corruption,
• Service Disruption.

IMS Peering Control:
• Theft of Service,
• DoS,
• SLA policing.

PSTN Interface 
Vulnerabilities:
• DoS,
• Spoofing,
• Data Corruption,
• Service Disruption.

SIP Vulnerabilities:
• Unauthorized Access,
• Information Disclosure,
• DoS,

RTP Vulnerabilities:
• Theft of Service,
• Eavesdropping.

Management Network 
Vulnerabilities:
• Unauthorized Access,
• Identity Theft,
• DoS,
• Insecure protocols (SNMP, 

HTTP, telnet, etc.),
• Data Corruption,
• Information Disclosure.

Platform & Infrastructure 
Vulnerabilities:
• Virus Infections,
• DoS,
• Spoofing
• Buffer Overflows,
• Eavesdropping,
• Information Disclosure,
• Service Disruption.
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Distributed Nature of IMS
Security Functions within the IMS
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§ The distributed nature of 
IMS creates new 
requirements for 
distributed security and 
a holistic security 
design/implementation

CDR CreationCDR Creation

Platform-level securityPlatform-level security

Provisioning & activity loggingProvisioning & activity logging

Access control & intrusion preventionAccess control & intrusion prevention

IPsec/AKA  for authentication & integrityIPsec/AKA  for authentication & integrity

Subscriber authenticationSubscriber authentication

Application-level securityApplication-level security

Access control & intrusion preventionAccess control & intrusion prevention

Peering agreements & policiesPeering agreements & policies
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Infrastructure Security

Applications Security

Services Security

End User Security

Control/Signaling Security

Management Security

VULNERABILITIES

8 Security Dimensions
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Security Layers

Security Planes
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Infrastructure Security

Applications Security

Services Security

End User Security

Control/Signaling Security

Management Security

THREATS

VULNERABILITIES

8 Security Dimensions

ATTACKS
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Security Layers

Security Planes

A holistic system-level security thought process is essential
• Organize amazing complexity into bite-sized requirements
• Common approach leads to shared understanding
• Standardization essential to interoperability in multi-vendor networks

X.805: A Model for Evaluating End-to-End 
Communications Systems

Vulnerabilities 
Can Exist
In Each 
Layer, 
Plane,
Dimension

Bell Labs Model 
is the Foundation 
of ITU-T  X.805
(Oct., 2003)

Destruction

Disclosure

Corruption

Removal

Interruption

 
 

 
 


